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(57)Abstract: 

PROBLEM TO BE SOLVED: To 
provide a security communication 
unit, system and method that can set 
a level of security communication by 
each user for data transmission, 
easily revise a connection parameter 
of various security communications 
and automatically set a level of the 
security communication with a 
connection destination. 
SOLUTION: Cross-reference 
information cross-referencing 
information of a user, using a 
communication terminal with a 
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security type, is stored, and the 
security type is decided from the 
cross-reference information. 

Furthermore, cross-reference information cross-referencing Internet 
address information with the security type is stored, and the security type 
is decided from the cross- reference information on the basis of the 
Internet address information. Furthermore, the security type is inquired of a 
prescribed security information unit, and the security type is decided on the 
basis of a reply of the inquiry. 
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(54) ^*a.U^a«^*£> ISyXTARW^B 



(57) [Kfi] 

<o«j|«^7;<— *£S5ET-#, »jg£$fc£<7>-ir*^ y 7=->r 
v-^xA, Xt/*»«: 

-t?*-^. y ^^m^^r^o^^r^ y r ^ffi SKai^l 




[4#fFfit#<0iaB] 

x £ ft £ i^ff ^ it £ ft ^ ii ft ^ i? * a. 

jiIsmjcs* * h 0# tc , Jiia* if <onm\z.m<5\,> r- 

5fS#iI l 2 [cfaf^ir^zt. y x>r ilff gio 
[»#Ji4] jiE-fe^a y T 1 ^ h IPS 
Ecr^stiM 3 (cia^co-ir^^ y x-r iifaSSSo 

[ff#rji7] ^fjET-^^yx^x 
WcPf-S-fkT/u^ y XA^>/i< ^ t> l o£^&>it#if 5 
^IS^^ir =5ra'Jf^ iifSJSSo 

TKifS $ ft 6 as« ftil fiiffl*-i£ff £ ft 5 31 ft oi? ^, 

y x-f £:Si^-r£-i?^ a y x^iiff s^^-m^ss^t, 

if fME#« £ , 

_Lf5^— ifiME^Sfc: J: 9 IME^ftfc^— if <z>flMSUc£ 
y -r^f ilft is 7* 7- A 0 

[M#4 9] _hfsir^r^ y a»«^*3a^ £ fel- 
iiB*rjfei» «oac jew k > ±EaE n« <omn ci-^^t 

-r il f B > ^ 7 1 ^ o 

*H;fePflco, ilftcoir^ y r^Wt6t^a Dr^f 
ii ft a-fefcfc^r, 

JblEii«***«ffl+s^-ifw*«tcs-5^r-fe*a 
[it i i ] mm?tmmmMfrh* y v 9 — ?&ft 



(2) 4#fPI 2001-298449 

2 

;fr£ft£>f VT K^Mi:, * * ~ y ^ 

2] Jbffi^flt*^, ^ b^JiIBiMfs Ttii 
ftC*^e^i-S^-~if(7>'l*«i: ir^ra y t 1 jfkblHti 

_hfs^— if <7>flMB^t>s<5v^r Jiia-fe*^ y x^a^^r 
^-T 51*^^1 1 i {^lemco-tr 3 y ^-riifs gf Q 

^ftfc_bIEir^r^ y *r ^m<D— Jfc{c»LTlRl«{c«JE-ft; 
$ftfc±IE-r h7 K^*W«&fift«t-#jfc 

WtSl ^J: Off 3B#«i alii 2icIS^oir^r 

3- y -r 

4 ] _bfS-Y ^ KU^'tf^o I 

p T K u^^-^O^SfC — J^iy^v- Aif — ^ 

a? &*ij/fl-r5!S3jt3gi i (cia^coir^r^. y ^^iift^go 

h 3/U"C*>S» #3| 11-14 co^-fft^ i T I^fS 

[ff^iii6] ilEt^ayf^^D h^;^, IP 
SECT'&Sffl^jll 5(C|E«(7D-fe^3. y x ^ ilff S 

So 

[l»#JBi 9] ^M7/U3i;xa 

1 7 tCfB«(75ir^ra. y 7 1 >f 31ft 8to 

[If 2 0] iSfS 7ciifS*5S*^^!X b V-?ttft 
bT^^^ftSi^ff^ilff^^^i^if ^ft^iiff ^5^^ 
3 y f^-f *r*«-t"S*^T3- y x^r difS v'^x ^(c*5u> 

jbiE^fSTciiftc^jcritF^-rsryy ^-v-a via 

S <b ^ tf » 7c ^ JCS • « IS tt + 6 12 « ^ R t > 

[If #il 2 l] ^ b(c_btfi^(f TciifS** S 

±IB^*S*«^, JilEi^(B7ciafS«*S:«^-t-5^— if 
co-if -tr 3. y X -f ft t frttfctfii bft, 

5^ JilS^--ifO'ffi^{^t>S<5^r Jiffiir y x^^^r^: 



3 

[f*3*if2 2] ilB-fc**. y t- ^3tc?>#e^£r, ftifcffc 

9fT?f*5*ijf2 Ojm 2 1 lcfS«(Dir^ 
^ y T it fE v" X V- A a 

[1*5**12 3] *y V V — 2 &^LT«*S£ix5ii{f 

iifEUMfc teaser, 
[i*j*iji2 4] a»<S*Sr»^-r<5iB*W^««i:, 

So 

[1*2*312 5] JblE**4#3£**3^±lE^ 
y rr^gto 

[»#Ji2 6] jiiB-t^a. y T^aa*, -t^yf^ 

h a/Uf *>S»*J(2 4X1^ 2 5 15* ^ y 

[!*5**I2 7] iEt^r^yr^n hn/^, IP 
SECT*^^ff^Jl2 6tClE^C0-fe^-^ 'Jf>fJti8 
@ 0 

[1*5**128] Jiffil?*^ y 7^1i\ ir^r^yx^f 
ii«^{C«ffl-T5^ll««#-e*>5»5RJS2 4Xli2 5 
MiE*o-i? * a. y r -f «fB$l«o 

[1*3**12 9] ±lB^»1JMR»a*, t^^Pr^f y 
T-£>Sf*3*ij|2 8 t£lB«tf>-lr*:* y x^'fi^S* 

[1*3**13 0] J:Ef|HMfiS*5, mijET/u^yXA 
Xl*fG-fH£T/is=fy XJ*<D'J?t£< t fc i o£«gfri*3*:rg 
2 8 (cis^coi?^^ y f^il^^tc 

[t*3*ifi3 1 ] x£«5ciifBifi5fci&»^ s/ h 9-? ttft 

l r ^ £ *i 6 iift ftfifi mm z fx z> m m co^ * 
_hfsi?^ y x^o^i^ic^^^ir^^ y v- ^m^Bx^ 
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y X lift US 0 

y x-^^f^^^ti^ii 3 i [zumn-t*-^ y x^iift g 

So 

[!*3*Jjt3 3] JbfSir*^ y x ^i^, t^^r^f 
T" >r ii fa ^ So 

S E £1*3**1 3 3U:lE*<D-fe*a. y r iSfS S 

So 

[1*3*113 5] ±Bt*a'Jf>fl^, t^r^f^ 
ilff P*{C«^i-5^«-fS«»t**> 5»*:ii3 1X1^3 2 

[»*«3 6] Jbte^««*W#, ir^r^y^^^y 

t**)5!l#«3 5 ^is*^-** zt y x-r ilff^So 
^ [1*5*1137] jbK5&Btt«»av WGEr/i^y 

X^Pt^-^T/b^y XAco->/^< £ i o£^frfi3*if 
3 5 ^lan^-fe^-a y r-fiiff gto 
[»*9[3 8] i^ff TciSW***^^ y h V-^ ^jr 

~ y x >r £^-r£iiff^s£#^si?^ y x-f aft 

[1*5*113 9] ^b(C, _htBm^Oir^^ y ^-fflMR 
5(7 j it f = ^ =f a o 
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Jite^f^coir^^ y r ±IB»«JS«*>fc 

[0 0 0 1 ] 

[^pj^m-r^s^^^] -tr*^ y x^iift 

[ 0 0 0 2 ] 

[0003] _fci£L*:£ yf^«M5S 
IT, y h co £ 5 fcx£W* ? h 17 

SrfifflftKIB^-f 6 V P N (Virtual Private Netwo 

IT h I/?-?* b ^UjfiSfc 9 , l 2 F (Layer 2Fo 

rwarding), P P T P (Point-to-Point Tunneling Proto 
col) , L 2 TP (Layer 2 Tunneling Protocol), AT 
MP (Ascend Tunnel Management Protocol) „ B a yD 
V S (BayStream Dial VPN Service ) , I P S E C (Int 
ernet ProtocolSecur ity Protocol) #^£l^£ixT^ 
6* JtfB-fer ^ ^ y v- ^ mm^fz^XD^u huyu^f 

[0 0 0 4] m??WS*^H, .LfSIPSECH 
^ y ^r7_^/g (OS I #HB^-7 ? /u(o P en System Inter 
connection reference model) % 3 M) "Cf&ljE, Pa^ffc 

awtft** (ietf) -cawt^n-c^s (rfc 

2401 *>b24l2, 2 4 5 1 ) B _btfi IPSE Cl 



(4) 2001-298449 

a—if ft* ? h ^-^<7)il^t5:<h te< , 3c £ 
f:^f y ^ - ^ y h ^U^t 5 : ^ ^T*# 5 0 W, IPS 

y Xi,^^flk7/^ y X^OTf6/5\ 

i£fsttl£S:fstt!J<rc I P S E Cii^filfc^yt'^" 

& 0 I PSECi3^tll :0«j:SA (Security 
Association) !:J:oT &£lX\t^Z> 0 _Lf5SAi2f£ 

[ 0 0 0 5 ] J^Tt-, 014, 115, 117, |18 
*#BLWt), ir^^ y r'-riSff £ IT I P 

^ S E c&Jfl^fciifs £-Jfctcov>TRW"*-£. X> 

[ 0 0 0 6 ] 01411 ^^C0i?^r^ y ilff £ IT 
I P S E Cttffi^fft Lfc/u-^ Srttffl Lt V P y 

1 5 fl iifS IPSE C*ME£*HtLifc* s> b ? — 

11711, tt*RWlCi3(U I P SECiDfel^ttS:* 
^^T"^^-^T*^6SPD (Security Policy Data 
J£ base) CD0(L |18ll «Sf(fl:fc(t6 S Af-^^ 
— 7T'^)5 S AD (Security Association Dtabase) CO 
#'jT-&>£ 0 rctc, S PDirilir^^. y #y ^ 
^fiio-r^^— ^T-#?6c X, ir^r^. y T^y is 

y-r^±^y^^, Mt^a'jf^i^t^i 

^ ^:#x.^ 0 M, I PSECtcjovNTH -ir^^y^>f ^ 

y <3±fss PDf^iBxe^n, is s PD^iiiSftfta 

ft %m3l<Ty IP7F>7, IPSE CfeltOtt, ^SE, 

[0007] 3yt'a-n401lj:LAN 1 4 0 7 (L 
ocal AreaNerwork) f ftHW =i y f a - ^ 14 0 S&t/^ 
5/ hC7-^««K«l 4 0 2 ^^^^ixT*5 *) , h 
?-^«gf 1 4 0 2?:i*lT, »-fy^^> 
^ 1 4 0 9^^>h7^7 hf OTANlC^jixT 
5(9 P5 B : O ^ y ^ - ^ h 1 4 0 9 Ciite^)^ 7 h 9 - 
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^KMSt 1 4 0 3 «r^LT 3^ ^a-^ 1 4 0 4, 1 
4 0 6 £jh,5 L AN 1 4 0 8«i^nt^6 0 

.LIB** h 9-?&M*mW:i 4 0 2, l 4 o 3 



I PflMS, 



^811 4 0 

^3/ h 7 - * 



[ 0 0 0 8 ] r. r.T-l2_bffl^ y YV — Z\ 
2. l 4 0 3IClPSECii^Ml. 
«tl4 0Z, 1 4 0 3ffiX- I P S E CM^Siiff 

40lWl 4 0 4[:iPSEC«i^Ml, _bfS=f 
yt'a-^1401, l 4 0 4f|T'IPSECCi:6I 

ft fcft 5 - i: fc^r-frs, $ bf-> mm\z. ipsec 
mm^mm^t^, nytv-^uouiPSEci 

J6«r««LT^S* y V 9 — 1 4 0 3 PflT- I 

p SECtc«fc5iiff £*t5 n t h^mxhZo 
[0 0 0 9 ] ^^>t\ ^ v ¥=l— # 1 4 0 1 & 4 >^ 
— 5/ h 1 4 0 9 IT^v — ^ 1 4 0 4 tc-x — 

1402, 1403 Pfilcjo^TJifS-t?*- a. !)r^ iiff GO 

ft (7)fc^(?)^o^ri0^t6 o 
[ooio] i p s e ciiff t> , £-f> 

I P S E C<DV%-%m&&<r>1Zlb<D7* hn;UT*fc5 I K 
E (Internet Key Exchange) ^<btl£ D K I K E £ 
«J8 Lfciiff H IKE7x-XU I KE 7x X 2 
i:^m8St6^t^, Jbfla-^ y h 57 — ^ 
^11 4 0 2, 1 4 0 3 mT-ftt>1nZ>o I KEiCj: 

[0011] _hf5 I K E 7x-X 1 (1501) "CH 

I KE i##3:£lCai«S:fT5fca!>tc* 3HMd*Jffl"5rii 

ft S A (Security Associat i on) £ 5 fz. #> CO'S W £ 

[0012] IKE7x-X2 (1502) ~C 

II HijfSI KE 7x — Xl (C"C?|i Lfc Jiffl S A^rffi^ 
T , I PSECli^(OSA^^f6M^^t5o 

r. ipse ciiff /E<o s ao— w^o^t^i i 8 

(C^-To 0 1811 ^^CO±fSS AT-^6, SA-1 
(1802) — SA-M (1803) ^^t?SAD 1 8 

o i r-£> t) . £ h{z.& SACi^r K i^flHR 1 8 0 4, 

'f ^ **IS«"C*>5 S P I 1 8 0 5 (Security Par 

ameters Index ) , R tj-te * =l V r ^ ' " 7 ^ — 9 T*> 6 
SAPl 8 0 6ii§ttl5. J:ffirK^**18 04 
rttiSfS & I P7 i£ff:£#~ M7t I 



P7h>^, i£ff tc# — h#*, /nhn^^ 
^ti5 a X, -bfSS PI 1 8 0 5 icil SMHSL**#J8 
i^ibix, _bfS S A P 1 8 0 6 II BSET^ y XA, P£ 
^zj \) XA, Pf-tffcft^Oi? *=l V t 4 iiff ^ ^ 
^HCiff*IHa-t-S*««:**o 0 W*.liJtS5S ap- i 

(1 8 0 6) <Z>«-g\ ElT/UniiXA^LTHMAC 
-MA 5^, ^7/^'iJXA^UDES-CBS 

[0013] _bia I KE7x — X 2 (1 5 0 2) TIt^ 

w 4x6 I p S E ciiff fflcos AJcB8-rsflMR^>3t*tt, * 

ttWfcLfl h7-^igtl 4 0 2^*y 

^««EgSl 4 0 3M*tb, I P SE Cilff Idft/fl-fS 
Ji85S AO«j£co*^£i£{f U s> h 7 *- ? «fic3£ 
gi 4 0 SttJilEaK^^^feSttAix^rffiftS A^rig 
(f-T6t>cor*^^ 0 ::r-, _hfs s Aa>l£j*05»3gn 

ilB^y h ^^^gil 4 0 2 (7)flt 6^-^15 
tt^2 l 0 31^f«>lElt$nr^5B!i£r;u^yXA, 

!7 — i 4 o 2#£r^«ftfMET/u=*!; x^, 
igti 4 o 2 5 sA^^t^< r.^ fc^rti 

[0014] JbffiS ACOigff felC J: D , I PSECI 

s Aj&s*&£n£. iiB*si*n*i i p 

S E Ciiff SACO-iS^i^:, [g] 1 8t0^fS 

AD 1 8 0 1 Rrj. Ml 7 (C^-T S P D 1 7 0 1 
£n5o I^SPD1701 O^^^J^T^^'J^^^H 
S 0 EP^, ESfB I P7 F>7 1 7 0 2, IPSE CM 
SO^*^ 1 7 0 3, ±ISS AD 1 8 0 1 tcjotf 6^S A 
OttS^^t7 Kl/^^^ 1 7 0 4, ^O^Jiffii^ff 
5feIP7F^l 7 0 2 (C^— ^ £ri£{f-T£^§-£^ I 
PSEC/^^ h ^ri^ff-r^^^coiiffi^^o IP7F 
^ 1 7 0 5 r-^5o ::t\ _bts iptf^ho 

5 11 Af*Wfcltt*3> h 4 0 3 CO I P 

7F>x^/^ 0 i^ff Oiiff »*3& s I P s E c 

li^IiLTV^i^, -LIS I P7 Fl/7 1 7 0 2^ 
±fS I P7 Fl/^ 1 7 0 5 il^— bte&* ^fc, JbfSi^ 
ft* IP7F^ 1 7 0 2 1 7 0 5 ttJBHfflSEsft 415 ! 

^T«X.li u 192. 168. 1. 1-192. 16 
8. l. 10 0" £^5*f3££r*£U ±SEKH*t^{cJ: 
D 1 0 0^5£T-#J*.i£ 2 0 0 ^COiiff ^ffi^ — co-x — ^o 

lo^^n^cor, ^*"ii«^»-frfi34icLfcSAd« 
*y m%n'mW. 1402. 1403 ^nt^R 

[0015] _blB I P S E Ciiff tC^^^n^ S A^?fe 
3i^nfcg:, i^ff iIJ(7) nyt'a-^ 14 0 1 frh±.tZ^ 
50 >\?=i. — <? 1 4 0 4 (Ci£ff $n5f-^tt, ^ > t° ^ 
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^HOllCtl P^y y&f+ao^ft, I P y V 
HTLAN 1 4 0 7 ^ITT> S> b ^^t8f 1 

13, Qcx£-r 6 ipse cM$:ff 3:^ta^) JifS I P 

✓ */r j/^IPS EC'<fr y V 1 5 0 3 £ LT, _L15* 
5/ h !7-**|*R«l 4 0 3(c^ff-T6 0 i |E IPSE 
h 1 5 0 3 £§{f LfcJblE-* s> h f-^s^k 

H 4 0 3I1 ^i:<aat5i PSEcteiicriis 

I P SEC/^i/ h 1 5 0 3 £ I P'^s/ hCIL, _b 

Elani 4 0 8 br±ia^ ytv-^i 4 0 4(: 

i£{f-f£o EP*>, iffi-YV^— *y V 1 4 0 9^^lt 
_bfE^;y h P — ^iSgfl 4 0 2 , 1 4 0 
3 ffl-Ctt, iSSfS (11^)3 > fc^— * 14 0 1 b ±1Ba V 

tv-^ 1 4 0 4 (ci^ft ^n^r- * j* i psEcia 

[0016] il/^T, 114, 116, 119, 120 
£/IH^T_Lf5^ y h!7-^glgtl 4 0 2&TJ<1 4 O 
3{c*5tt5 I P SECte3ffiO»JNBS:RW-#-S. 

1 6il AH (Authentication Header) ;7ar~- h 2& 
U 5 , E S P (Encapsulation Security Pay load) ^ $/ ^ 7 

y hcOttJNBH, Hi 9Ji, 36W«^y h!7 — ^» 
ftSt (C^ IU I P S E C tel ^ 7 o -f + - h , 02 

0 13, SfSttl-* ^ K ?~ ^*ttSS«^*5WS I P S E C 

[0017] w % ^izK-r^ spd, sADiitn-en^ 

* y h 17 — ^ *ficSS« 60-^— ^ tatft^i 2103 MlSt* 
£ftT^5 0 ^CT*, 019, 2 0M:fctj-£ SfcX^r y 

[0018] JLI5*!/ h ^^«il 4 0 2t'll 
iSSfS it'Jco^ yt^-^HOU Di^ff £ftfc IP/^ 
iyh^flt5^, Jf^^MftIP7K^^ 
ttJ-T (119 : S1901) „ 0-5^Tl£i£ff ft I P T 
Kl^&SfcLilE^S' b !7-^iigf 1 4 0 2Mft*ft 
£ft6_Lf5S PD 1 7 0 1 COiUff ft I P7 F'l/^1 7 0 

2 «|L, I PSEC/^i/ h&mit-t^^ 
$fe(73aifS #ffi3ctO IP7F U;* 1 7 0 5, IPSE 

CD^T&fcl 7 0 Aco4£g£:^-f r h 4 >^^-fy^ 

1 7 0 4 ^^^ffi-T (019 : S1902) 0 

[0019] ::r*, ipse cmm&ft fcfc^RJE, 
gp*> ipse cMi^ti 1703 ^ w *r ± 

ISSfB Lfc I Pa^s* h*r-t<7>**±ia^3/ h 

m^m 1403 tcasfs -rs in 9 : S1903 <dn 

o) . 

[ 0 0 2 0 ] I PSECM^lTP^, IP*)I PSE 
C^^CO^"^ 1 7 0 3 ^" GOii^ ^{CjbfBS A CO 

Iit^t7 K^^^y^l 7 0 4 ^ffl^TilfiSA 
D1801?:«|L, ^tSSAO^^ffit 

(019 : Sl 9 0 3 WYes^Sl 9 0 5 ) 0 i£ S A 

13, ±te 1 k e 7x-X2 (1502) T-te-fr^ftfcs 
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13, .LIES A<7>f*lS(ct£v\ W*.(iBBETyu^i;XA^ 
LTHMAC-MAd^. Sffftr^^yXA^LTD 
ES-CB S£rffl^T_bfB I P'<tr y h BBE/I* 
fk-T— ^ &ffr#-*-5 (119 ; S 1 9 0 5) , ^C, 
ilB^y h7-^S(Sgfil 4 0 2tt, ±iBfM£/l*-J§- 

E S P^iS^OL, I P SECM^iL/c I V *T y V 
(IPSEC/^^ 1 5 0 3) t-fZ (01 9: SI 
9 0 6) a ::T\ _bgBAHXtFE S PtCte_h8a I KE 
10 7x-X2 "CfltilLfc SA^i^f6±!SS P I 1 8 0 
5 fr<£-£tlZ> 0 M^r±fS IPSEC/^7hl503 
13, hl 4 0 9 ^^lTJ:IESPDl 70 

1OIP7FI/7 1 7 0 5 ^^-T_bl5^ y h !7 — 
gfl 4 0 3(Ci^ff ^tl5 Q IPSECtDil 

P/'^r «y h coi^ff 5fe IP7F ^J*f3P£^fc£ftfti,\ 

^ l:^iR^Tffir-^6 0 JbEAH7t— ^y h^lFES 
P^^7t-7 7 h^l^§l6 (a) , (b) 

[ 0 0 2 1] ±15^ y h 1403 

tt, §ff bfc I P'^r y b& I PSEC^'^y ht^5 
A^WSUi-S (0 20 : S2001) 0 

[ 0 0 2 2] r.r.T% IPSEC/^j/K'^i^, 
_bfS I P^y-y hli^^^^LANl 4 0 8 $:frLT3 
7t°a-^ 1 4 0 4 tcSft ^tl^> (020 : S2001 
CON o) 0 

J6» [0 0 2 3 ] SttLtl P/^y h^, IPSEC/^^r 
^ ht^^I^, tATCOttim&ft ? (§20 : S200 
1 COY e s ) o SP^, £-f-bta I PSEC/^y hF^CO 
JbfSAH^E S P^y y&m^, ttAH^ESP^^y 
l^ltl^ S P I £r^S^tb-T (0 20 : S2002) „ 

JilS^sx h!7 — ^*MJS«1 4 0 3«C*S*$n5 
SADlrllES P I ^rffl^r^^L, _bfa S P I tdf^^ 

Hfi I K E 7 x - X 2 rii It S A^^g^ri 
frm-t (0 2O:S2OO3) e ^tttCt Q % iiMLfc 
I KE7x-X2f5|4Lt|jtI S Ad^ft^ t±5 * ft 6 r 

^ i:(c/jjSo ^^r-, S 2 0 0 2i:r ? |ispi^i 
-n o 

[0 0 2 4 ] if^y h7-^^gfl40 

3f4, imfflUfcS AT-^^^ftfc^liE/'^-^{tr 
/uo y X^^^r^t^r , ±1S IPSE C/^^r y h co^HE 

/m^t'f--* zmm/fe^t-f z> (020 : S200 

4) 0 X, MI^CTJ:ieSAC07 Kl/^iil 8 0 
4^bSPD1701 ^r^^ L, h£\tjt<n I P7F 
^lU 1 , I P S ECM(7)f||$:?|^t, ^cco I P/^>r y 
50 h^MtS (020 : 5 2 0 0 5^2 0 0 6) 0 



r 



11 

T_bK*;/ h ^^,^tl 4 0 3tt*J«Ufci:ia I 
[ 0 0 2 5 ] EA_btcJ:!>, JilEBlE/«^fc*nfcJblE 
^HTLANl 4 0 8 ^frlt3ytV-^l40 
0 2. 1 4 0 3ffl-CH i^fHajGO^^tf^ — 2 14 0 1 

a»k_biB=j yt o a-^i 4 0 4 iciSft ^ns^r — ^te i 

P S ECiCtt^ra y f>f^*ftJJx5 e 

[0 0 2 6] i^T, m 2 1 Sr/a^TiifS^ ^ h !7 — ^ 
KSti 4 o 2t7}«j£tomE&£tftej'f 6 0 «K *jyh 
!7-*«**R«l 4 0 3 t^«W«|*r**>Sp 

[ 0 0 2 7 ] ±15* y V V - ^ «J|»3£« 1 4 0 2 1 

4 0 3H — ««Mia 2 1 tc^-r j: 9 tt*ja*r*-*-s. 

gp^, 2 10 1, — 2 10 2, ^ 

— *!E«ffl5 2 1 0 3, ^^7" AWJ»» 2104, 

7 — ^ WJffiIffl5 2 1 0 6 , @Mili2 1 0 7^^^/<^ 

sEtMi^-Y ^^2 i o 5 (cr^n-ettgE^^nri/^o 

JblH^ 5/ h !7 — 2 10 6 l3_hf5L AN 1 

4 0 7C, _biEHJiM«»«B 2 1 0 7 li>T — * y h 1 

4 0 9 ^na^^tir^5 0 

[ 0 0 2 8 ] _L5$LfcSPD, SADI1 7 y is * 

fiKSn/siiiB'r— ^I5t»» 2 i o 3iiftiW^nSo Jits 

*a£l^2 10 111 JitB*? h ^^iigfl 4 0 2 

omi^SA^t-ifs^—^feti^ 210 3^b^f^ 

WJ«9ffl5 2 1 0 4 LT, JiESPD, SAD^ 

til U, DRAM, SRAMf(Off^^yr*M^ix5 
.LIE— f*^ — *Ett«2 1 0 2fc*»-*-5j&»*>5^ra:, 
i^5f*4:#^R^Wb, — 0#-r r -^ia«95 2 l 0 2 left 
^t5„ X. JiffiSPD, S ADcoMSrliilST*— 
i»2io3i:»iSiirt^sPD, sadic^lt 
ft ^bn^o 

[ 0 0 2 9 ] LAN 1 4 0 7*VMi^V^-^S'hl4 
0 9*»fc**l-ejx-*y h V~?%\m%Z 1 0 6, HJSSMM 
Hffi 210 7^1* LT^ff Lfc^^rCO I P^-jry h 

(IPSE h) 13, ±15^^52 101 (CT_h 

^Lfcl PSECMWbnSc BP*>* _bfS^^^2 
10 111 PSEC/'^7 h CO_bfEAH, E S 

»f-^E«»2 1 0 2t»»*iitje;*/JiSPD, S 
AD^ifU I P S E cfcH-rs»iE/i**ft:, RfE 

2101 i^T^^nSo 

[0030] ^r.T*, fi* (Z> I P ;/ hMI^iC. — 

Wt*— ^fEl£2B2 1 0 2{Z&ffi£tltiS PD, SAD& 
«ftSI*li, ±f5-P#^"^f5lE^ 2 1 0 2^^- 
^I51i:^2 1 0 3{Zl£^r?%m\ZT ?±*^mX'&?r) , 

_bis i p s Ec^co&iifcSrHs;: ^^r*# £f-#>r- 
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[0 0 3 1 ] — 0#x-*IEft&fi 21021: 

^M^cos A/^>-*>5*_LfE I P S E CSrffll/^aiff 
1 4 0 2 <Dn,M&A&f%.V, V ± y h&T^<nj&Wj&?<D^ 

i 4 0 2tiiiiit^n, «B#3^^nr*5 , 

10 — *fEt£S|S 2 10 2 CftftStlfc S A^H-t-S^7^ — 
3atfc<o I p s ECSrffli/^iifttt, £l;i«*Jf 
LANMM^bnr^^fc^. _bta^— *ie«bs 

2103CM^tl5SPD, SAD, *:<Di&<D&&s< 
[0 0 3 2 ] 

[«93a**f*LJ: 5 5I£jH] _hf5coJ: 5 fe* ^ h 
^ — ^/iT-cOir^ =l yr^P h ^/M3, ilff s<jr y h ^ 

3y:'^:tJrayf^lt^/K, lanRB« 

^*<+n«iafs^iB»-rs"5r«ttWS:< fee* 4 , 

[ 0 0 3 3 ] «t*a*"Cl4, ± IS CO J: 9 ^ffi^5fe«*«c 

[ 0 0 3 4 ] ifc, IPSE C«|B«r#*Ufc^ 

-^^T*(l, ^*±j^L?tJ: 5iciiftJfe<7D I P7 
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Wlftt*t/£^SOHO (Small Office Home Offi 

ce) ^iSJcfc^TfeflSffl-e^S J: 5fc££ftS8:5£#ifc 

*Sbtt^*%, fi.VSI*«:ft5 w^3S«-5rffir-*>t> , £ <b 
£ c^iiff ic t'ix^co^ ^ y x iiff o 

[0 0 3 5 ] 

[0 0 3 6 ] -ffcfc*,, ii««*Srttffl-r*3.-^» 

[0 0 3 8 ] a. — IfStCi?*-^ y x^3t£*j-j£fttfs r. 
ft 5 rTt (c-ir * ^ y x -r iiff <o u-</u^lS^r-^ 

[0 0 3 9 ] ai«**{cr»f*i-5T>^y ^r-v-a 
fc, JbtE>T h7K^««l:l^^T, ±fS 

y x^^^^^-r^ifeir^r^. y r 
[oo4o] $btc, ±iBa«***«ffl-t-53.— y<o 

[0 0 4 1 ] HUMMUS J; »9 , a— iJ-'Mft 

[ 0 0 4 2 ] X. ii«3S«36*. ^7^1?rMO 
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^ y x^fl^^^'t-^iitfiir^^ y x>r H31$R3MS:£Mii& 

y 7 & -r«*aitR-r6*st-tr^r3. y j-^m^ 
[0043] yitt^aK:J:9, Jzta-ir^f^ y 7w*«k 

[0 0 4 4 ] W, JilEt^ayf^S^, ir^r^yT 1 ^ 
[0045] y x iift Xmt, #ilff K 

[ 0 0 4 6 ] 

[0 0 4 7 ] [HJfe^ff^ 1 ] 11, 12 

(a),l2 (b), B4ft#HBLfc5&*ib, %M<DWm 
1 tcjoij-^i?*^ y x-rilff^te, iiff v-^x a^u^-^ 

[0 0 4 8 ] H 1 y T^-faSfS *ife 

PT, ^yt'a-^101(j:LAN107 Tftilco^ > t Q 
a-no 5 4^^ h 7-^^^^@l 0 2 <h^^ 

fc^jK^tiT^5 B ^(D4ls#—*?> b l 0 9^J3f£co 
^^9-^^110 3, LAN10 8«^iX 
tfc^ gLAN{Cli3yt'a-^ 1 0 4, 1 06 

2, 10 311, /U— ^, h^rcY, ^P^fv-th — 

JilB^ — ^ 1 0 1 , 1 0 5 {cnzti^th^ — 

■y-'ffifEJSisi 10,11 1 ^^j^^ixr^'So r:^, 
^^•7—^3 > , if— /< % y-hi^y^y, iPi 

^^tl 0 2 ( 1 0 3f|fl PSECM^ItH 

5^ w^trra^ftpo «, 1 psecMI^It^M 
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IE** h 0 2. 1 0 3 UiPS^-t- £><><*> 

-mft< , Sfs 7c = > e^ — ^ 101, iff^^>t°a 

T'^6 Q X, 12 (a) Wr^SSJfcWSttl fC&^T^ 
^iX5^-ffeOSPDT^^ 02 (b) ii^ — ifft 
OS ADCD#jT-&6o _btSs. — ifftOS PDW^- if 
ftO SADrtg^)Si(fflli^t5. 
[0049] S-f , 14 0_bf5* * hy-^iiM 1 
0 2 ( 1 0 3 tf5]f(?3Mr^6) 0#f;&0$ES&g|£/3 /tf 
I^T_hf5* * h P — ^mm^M 10 2, 103 Of*i^O 

[ 0 0 5 0 ] ^JfeO^tt^aotfSiia* y b 
&3£«T-te, a-f 5 1 a y f >f i/^^ri 

tFi£{fftO I P7 Ki^O0^£frft 9o ^ 0 7t*6 v fi£ 
*ftffi*nrv^5** h ?-^3^Soj: 5ft**££ 
J ttlKfWft ^ o fc L A N i t« LT^ 5»^T- 1 , ff'J 
x.tfs.-if coil^, R;£cojMff2&M£*J: «9 

b y~7°-rz>^b tt£K> , ^-iflc£oTf3^{gT-£>£ 0 
[0 0 5 1 ] gpib, gU^&^T, *y VV — 9Wiim 

m. 1 0 2 , 103 tt^sias4 0 1 , — p^'x— ^tatsas4 

0 2 , J r — *BZ»M4 0 3 , v-^t^^^M 0 4,* 

ti^rnrtas^^afevMi^-Y ^4 0 5 cmt^tit^ j<? 

£0 ±|B*Qt3Sa54 0 1 , — fl#7*--*lBlM|5 4 0 

2, '>^fAiWSli4 0 4li^tSteIIC*3{t5t^ 

3. y X^m31^^^4 0 8 <h LTMt5 a 

[ 0 0 5 2 ] ±|B3.-f &OSPD2 0 lRU 5 

_bfS^ — flWS AD 2 0 7&77 y is a. * }) , — 

*iB«*B4 0 3lc*&*A£nT^5 0 _bia**h!7 
-*gWSSS« 1 0 2co««lftA8*fc:.LlE#k31fl5 4 0 1 
13, _hf^-^f£it^4 0 3^>ib A$»J£P*f54 0 4 

£r£Sd3 UT, _hffi^ — IF ft CO S P D 2 0 1 , ;x~ifftco 40 
S AD 2 0 7 £R^fciJ U DRAM, SRAMf^il 

^ ^ y r*«^;^tL^_hfs-^7 : '-^fsit^4 0 2 tct&*A 
iiEftiatt4 0 1 r-ii, .lie— is-r-^ffi 

tt£|54 0 2 {C4&*A£*1/H±i2^ — iffftGOS P D 2 0 1 , 
^ — if ftO SAD 2 0 7 £r£]^T IPSE CA&3a^firft 
bh5 0 X, aft^<7>JE5EkH*5 JtfS^-ifftos PD 2 
0 1, j.— ifftOS AD 2 0 7 COKJrtt-r — ^IB«W4 
0 3IC^^tlT^5^-f fe(7)SPD2 0 1, — if 
Sos ad 2 0 7 Lrfr^biis. r.::£T-o#i3l 
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[0053] t^*fi*ff-cii, — flS'x'-^iattsSB 

CMJnfcSPD, SAD^t.lLTIPSECjsai 

£xf£>, wa-^— ^lettw^fc S P D, SAD^fc' 
Snecoii«««jR»A^K«y * * h«£fTftojfcft 

<D^m.^Wi^<^^X'h^t^ D ^ O , SPD, SAD 

#3E3E3nfc»8\ -fccojWrSixfcS A# I PSECfe 

[ 0 0 5 4 ] L£>L, *SMtco«ffi-C«, _hfe-r-*fS 
lt^4 0 3 ^)±I2SPD, SAD^^I^ia^) 

312E4 0 1 ft, ±tfi-e#^~^ffiiiiSR4 0 2 lc*&*fi£;h, 

Tt^SPD, S AD£ffl^Tiif§feS£fTfcoT^5 

Iff^ilfcSPD, SAD^f-^!BW4 0 3 
j&>kS&^fcbU ±SE— ^|B««5 4 0 2^te#l*}£ix 

fcSitssPD, SADicif #t^ 0 ::r\ 

#-t"6 0{^_LfSM^T^ ftfc SPD, SADWfc , 
^ — If ftO S P DO ? ^JPr^frT^ft^^O^oi^ 

PD, S AD£,E^Ti§{f 5:ff <?r^5^- ifO I p S 

[ 0 0 5 5 ] K«*A£ih,*:S PD, SAD^^ 

T±^Lfc I KE7i-X2M^rSA*S»4L, 
S Afcffll^T I P S E CM^^Sii 

[0 0 5 6 ] MlfcSPD, SADOfttl^lf^ 

^*^j14co5i^, BP"fe I KE7x- X2^l/^:S A CO I? 
[0 0 5 7 | ^, IPS ECM ^OS A60lf5ti:{CO 

3S^o 1 p SEC5i«A«*lTbT3&»tjW»it*:fT5*ife 

[ 0 0 5 8 ] #c^, "^^^ yf -f ii««:tt^S«c*>fe5 

^-f^^ if ftOS P D, ^»fS(7)SADf^iftS 
#$rSi^-rS¥J(lco^*ffl^!ftW-rSo 
[ 0 0 5 9 ] gp-b, *r±E* ^ h !7-^^^S® 1 0 
2(OfIttl ^tt*5/ h^^ilgtl 0 2CO_hfS 

mmM4 0 1 {c^j-l. ±m=t ve^L— ^ 101, 105 

Sr^-rs^-ifftfc, *S«^lP7K^i, iiff 
t^io IPSE C^a^^tf ft p ^A^^^^trft 

j. — ifftCOSPD (S PD- 1 — S PD-N) 

^ 0 ::t\ ±fs^i^(f ft 1 pt Ki"***, ^Ix.(i*Jtfs 

1 0 1 0 6^)1 P7 K^*St^i 
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f7tT5*»Xtt, Sl«* jx h !7-^«tt36«l 0 2fcTfr 

[ 0 0 6 0 ] IPSE C&3i£*Ttt5»'&{Cfitt 

I P S ECMl:ftit5 S A<7}^£T-&6I£!IETA^ 

/<7 *-*m££t?^~- ^%<d— ao^mtass ad 

(SAD-1-SAD-N) <DiS:^fcfTtt 5„ ±fB^^ /<? 
^£9, 12 (a) {:^f^-ffe(7)SPD2 0 1^J: 
IE* y h !7— **Sfc|S«l 0 2 697^—^12^4 0 3C 

AD 2 0 7 ^irii^n5c ±SE«»£*!.;fcS AD 2 

0 7d^t?S Ai^^^f £ I KE 7 a:— X 2 {CT*y h 

0 3 Wft* 

[ 0 0 6 1 ] ::t', i2 (a) {C/Tt^fS^SP 
D201IJ, ftlfS^^S^{-*5it 5 SPDWOl^ ^ 
iSft ftT 2 0 IPSE CM^fi 2 0 

3, s AwM^tr F>^#-{ 2 0 4 , 

1 P/KM 2 0 2iz.7*—?&mi§-fz>m&^* I P S 
Ec^y b zmt-t %<Dmm%&m<v i pt 

nrt^5j^"tftt*ft*^**s. «, 02 (a) fcts^ 

— if SMS PD^(UW^tti\ 1 ocos PD^l 

[0 0 6 2 ] ^2 (b) {C/^-r^ — if^<59S A Jtf 

D 2 0 713, 118l:/T«*Mt^lt^SADl8 

0 1 £P!«<0*jS;$r*rU lows ADtCffilfeOS A£ 
<afr. #J*J*\ sad~i(:i^sa-iu^sa-i 
M (2 11) SAD-NICliSA-N 

1 frh S A-NM^^tr 0 7K^**2 0 9, 
>fVf3/^^MT-fcSSP 1210, 

7/-^r-^5SAP2i 2^ft^ 9 _Ltar Ku-x-if 

f2 0 9fcttiS{i$te I P7K^, mt%X- h##, 
iUffjc I P T Kl^X, i£{f tctK— T"* h 

fi£*ft«£pa*r-fc£o fit, 3. ^ 
-if^ 2 o 8M j: or Ejsu^nr ^5,£r«£*atf5£* 

ft5o tt, B2 (b.) Icii^ — if SADlriij^^J 
^r^LTcTJ^ 1 o<DS ADrtCil^ <0^- — if £§&SU-f 5 

[0 0 6 3 ] JifER3£a*j»T-*-S£, -LIE* y V V-t 

^tio2ii «a*+s^-if*«£5Gfc., 

E7x-XlM7x-X2^^T, _LlE*;yh!7 — 
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i:lo'PT IPSE CM a*^ttgT»*>5 <t 

4 < , #'J X. =J > f 3. — 9 1 0 1 t ^ > t° — * 1 0 4 

ai-has** h^^i^ti o 2&u s *s' h 9-?m 

[0 0 6 4 ] ±15* y h 9-?&mmWl 03C 

jftLrt>, JbE*2x h !7 — ^*«JS«i 0 2 C^lttr 
^ofcl^^i, 10 6C 

a.— ^IBlEK«*:«*-*-5«Lr, ^!£^>fc°--^l 
0 4, 1 0 6^t5^f^i^ #M$feIP7K 

u-^i^-rsR^ff -or h 

I 0 0 6 5 1 ^r, ±15 a > t'^-^lOl ^r^^-T 

[ 0 0 6 6 ] ±IB^yt°a-^ 101 SrftMti^f 
li, S^y fcTa.-* l 0 1 <D«ffll$KL±f5^-if&ft£ 
tSC tfrX*% S@^T##&15t&Lr^£ I — 
±15:*— tFSKESS* 1 lOCIltA^t^o #C^, f£ 
^-ffMMl 1 0 J: 9i:lB@*#-S-^j©-rS^^ 
!7- K&A^-fS. Jbffia.— ySRSE3S«l 1 0CTA* 

^nfc i — k*>@*#-j§-£±15/** !7— kj&4, fcb 

HE^n, ±15 =* ytv-i? 1 o 1 ^^i/^s. * 
fc _h IB 3. - if fg IE \z. x k> % h ti it - & ± 1 5 =r v 
b°3. — ^ i o i tcia«$ixSo 

[ 0 0 6 7 ] JifE^ — ifomHE^ I Ci? — KT-fc5 

k, jt», m^F, *r^, mmm. mx, 

DNA^iAOTngtT'U< 1 _h 
15^. — if^M^g^Rij-T , Jilfi^yt'a-^ioi- 
0 3.-^ 17- K^A^Jtc J: or JiIBIBlESrffo 

Xtf^^l?— K©|E«»9rtt, lEnyt'a-^i o l 
±!B^>-t 0 3. — ^ 10 1 35^±IH — 7C^3g'f'S ^ Vt'o. 

-^^Pp^^^-ti-^firor>bi:^c 

[ 0 0 6 8 ] Hi, 02, 03^fflt N t, iifE^ 

VtTi — ^ 1 0 1 AW * y h 1 0 9 ^r7>Urig^ 

^ix5±fE^>t: 0 ^ — ^ 10 4 ^iifs&firft 
I(?)f$ll^iRt5o ^T*II1 _hi^Ufclj4(cio 
!)7/lI^W4 0 8tCT*fT ZtlZo 

[ 0 0 6 9 ] ffl, _hfe IPSE Cilff {C^M ^4x6 S A 

amticSftiMfc, iMft iiijco3 vb g ^ — ^ i o i drills 

nyk'a"^i04{:M^ti6f"^f^, _bt^^>'t ,, 
a-^10 1 Mr I P^s/ygrttflQ^i-u I P^^ y V 
t LTL AN 1 0 7 r* y h !7 - ^ l o 
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SMWtr^bixri^o il^yya^ll ±fS I 

[ 0 0 7 0 ] T> ^ h!7-^S«gfl 1 0 2 ~C {i , SftffJ 

U-mitft I P7K ^r^^tb-r (MS : S 3 0 1 ) 0 
o^^nt^O^-^-f-^cos PD 2 0 l J; K> ±fB^-^if 
*i:M(St5SPD«:iRL. £ fefctt^ — *^6U:*tJES 
t^SPD^b, ±ffii£ft5fc I P7 Kt^&fc^MiSfB 
ftIP7K^ 2 0 2 ^fem-fh (H 3 : S 3 0 2 ) 0 
£7t, ^f^-rs I P S ECfel 2 0 3 W 

[ 0 0 7 1 ] ~ ^X\ ±15 IPSE CM 2 0 3F 
S" > HP*) I PSECM^^T^b^t^^Wf^, % 

i p SEc4a3ffiiifr^*3i"^±15SfSU/s: i p^ 

^ y h£ £±(5** h 0 3idi£ 

{? (§3 ; S 3 0 3 ON o ) 0 
[ 0 0 7 2 ] ±1EI P SEC^H 2 0 3 3&«" *T" , EP^ 
I PSECMSrfTj^TfcSi^, Sfefc:, ttfc-T 
5 ±15 I P SEC/'^i/ h*i£«-r^£ftO&{S«*<D 

ip7F^2o 6&LFS A^xig^^-rr K^^-f 

y^ 2 0 4 ^aiti*^, g7F^^-fy^20 
4 tc£<S^riS^i"5 S AfcSfc^fciJ-*- (13 : S3 0 
4) o IfSAil J:!BiKE7x"X2-rt4^ 

[0 0 7 3 ] ftfc, ±ffi*y h7-^«Sl 0 2 

is, _bies agdi*i2§mc^i,\ 9fft(DfBiiEr/u^ y xar 
m/n*?^—* zft&'r z> 13 : S305) 0 £ b 

±SB*5> h!7-^«^811 0 2 11, ±1HW5E/Ilf 
{^^yt^SESPlril^L, #C^T% i£«5fcTKu 

wiP7F^ 2 0 6 i ir >r ^ h 1 0 9 

3 : S 3 0 6 ) o 

[ 0 0 7 4] £Jlft, _L1B*5> 0 3 

[ 0 0 7 5 ] J£A±Oj; 9 -f># 3-— ya«c S PD^ 

[ 0 0 7 6] _ti£ Lfc^JtOJglB 1 T*tt . * - h C7 
-^SScgfiCI PSECi^»«lT^Si&\ HI 
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#L 3ye , i ^ioi^l04fl:iPSECiSSr 
*g«L-t?*a. y r-f iiff £r'ff oT fcfflJSfc^o 
[0077] w, SA^iiOTr-, r*-— if£ic# 
J^tSSPD^f Lf:l^T', SitSSPD^SVN 
SU 5 . S PDfcSKl I P7 F>^^i^So (HI 

I P^y hfciStilLTfcft^U S« 

&fTfc>fc<^£ o^ofcw £ b~*imxh& c tit. ^-ifM 
/0 W, SPDti PSECM^^^R^l:^ 

ot^ti^n i p s Ecmmz'afr-rmm 

[0 0 7 8 ] £ #*Jfc<7>J&«6"T?Wc, -ir^r^JJx^ 

ilff h IPSE C {CPfi^ ITt^ ^ y 

/^fiLTP5i^i:ii ±12 a- - if 'If « i:_bISir^ 

[0 0 7 9 ] $ <bfcl, #|Mfc<Z>Jl£1fc-tMi I PSEC^I 
^T^^-f{:MM5SPD^^LT^5^\ I P 

fov)^ a.— y»SEfl|«55»b^JtSi-5 S PDt) U< US P 
D(^i^f5f"^-<-^^#B8Lr, SAt>L<teS 

otliS PD^#.Wfl;liSA^ltt)i;i\ 
[0 0 8 0 ] ^fc, a— if»3Si*ft^»-&-#«Ctt3— if 

T'tiltffttSiU tt^-^flf««:6JlT±IBSP 

[0081] », ^mMcommx'^. ^—fmmicxm 

- if * o^rt?f+tf *fT o r fc J: t^o 

[ 0 0 8 2 ] [HJfiO^H2] 115, gj6^#S8 

U^^«b, IWi2l:^j6 7y^ ^r— >a >JSW 

5 0 :^T*77 p ^"y3 Vlill OS Iii^f/L' 
Wf7i^jiL, i(Ci(fM^^t677 P y>r-v 
50 3^^m*-r^>o ::t-, 7r^-y'3>'^^ 
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-*y h7 KU' fcSi^te** h^ct 
h ^yl/^I^n-b-frfcU R L (Uniform Resour 
ce Locator) i&U&'S 1? h t -f Z> o fty*"f 5* 

[0 0 8 3 ] 15 — h7 K u^&m^ 

fcSPD501(l -f j/h7K^ 5 0 2, 36 

W5fe I P7Fl/^ 5 0 3, IPSE C^^GO^M 50 /0 

4 , S A^tf^^t7 K U-^tf-Y V^ 5 0 5, i£{f 5fc 
I P7Kl/^ 5 0 3 fc^— 5 I P S 
EC**-* h^raiW-r^dSfe^iifS**^ I P7 

5 0 6 £r^x_S<> J:lS^>^"^^h7Kl/^ 5 0 2^ 
«*.5^*rl«t^Ttt«t*S*{c*5WS S PD170U 
P^T*£>£ 0 £B57KU^^^y^ 5 0 5O/Tf 
SA^tnSSAD^lSt, «WWSAD18 

^ 5 0 2 tt*f*W(-l*Wx.^*http://abc.def. com^t^ 
of'URL^" abc@def. com*£ t^ofcl?^ K \s 20 

BSI^af^-z^aSff l:ttffl*ti5 POPt- 

(Post Office Protocol -fr — /<) , SMTPt-^ 
(Simple Mail Transfar Protocol ✓<) ^GQT KU 

[ 0 0 8 4 ] *i**&a?>«cH6«:ffiv>r*:*lfcw**2^ 

ffi;-sesA#Wtt»^^ffi*RW-t-6o H6ttiPSE 
CflMES:»«lLfc*5> h !7-^*i«R«<z>R5£S:fT5 = 

[0 0 8 5 ] |6i:fc^T, iifaiffi;*:£ie;*:#6 0 8 Jtf 
(3. WJffll^.gi: 609, 7^^K601, * s> h !7 — 
^*<*K«*a**6 l o , A^J£6 l l , m^^Jj 

±ia#ISP^IS:6 o 9XttKJbiEffiiJffl]#«:6 o 

T<nm^mm^x *? _bfa^;*:/w e o 1 
60 

[ 0 0 8 6 ] Si", iIEii««*»«**6 0 S(D±m 40 
9l»?S6 0 9l:T, 7 7 p ^->3yI^7K^lf 
?fi£ft<5URL603 ^Tt5 7^y ^-'>a^V7 

h ^x7T^6WEBlf y y ^x76 0 2f?£HtT 

[ 0 0 8 7 ] £<b{C. _bfE* 5/ h !7-^*«S6«*a^ 
^6 10(CT, *y h!7-^«tt8tfSy7h!>x7 

6 0 5 ^rfft^ e »*3'h!7-^«Kgfffiy7h 
!)x76 0 5li, ^7^^^ffl^yh v !)6 0 6X 
tfRjetf* ^6 0 7 $r^t6M^rf l, _hiE'<7 > 
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^^a^^twr-^s. \lIZ"t 4 i^>r 6 o 1 
i^^ytv-^ (fjtl^^yt'a- ^ i o l) Cti 

IS^IJ^^^: 6 0 9 Xtf* y h !7 - * *flg*S«*a#S 6 

[0088] _his^ ^ h ? - ? mmmwKnm^&'iT 0 

-iftt, ±lBa««*SS«*#6 0 8 tCT, 7^7U 
^601 (:^7^T^57 K U- & £±|SU R 
L 6 0 3*«rit*A*¥«6 1 2 SrJfll^T K 7 y ^ U 

ht^y ^ — ^R^fll ^y^ 6 0 6 Ma^^tt-c^ 

So .LEif ****** 6 1 2 t \t, Wili^ytfa-^ 

!£*£;^A*3MS:6 i 2^fflL/Ttf-f ^^u^f 6 
0 1 i^il^^Y y ^ 6 0 4 i LtS/T^tlSo -CO 

A^*tJS<5tf5^ So l*l^T_bER^#* > 6 

07Sr^!l y^t5C^^J:9, ±1B^ y h !7 — ^ 

6 0 7 ^^^ bfc^-^, IPSE CiifS CD^^T**? 
JK«:tT ?^(co^rt>R^T*3MtR^^Ifgr-^>StiO^ 

-rs 0 

[0 0 8 9] ^IC, 14, 115, 0 7 ZIQ^Ts _hfS^ 

ft, ±E^y hC7 — ^«|*SS«<D*&3S«4 0 1 11"^— ^ 
HB«W4 0 3 M*&#j£;h,6 S P D 5 0 1 CO-Y is*—* y 

h7K^ 5 0 2 (:7^y ^r — a ^H^T K U-^«« 
5 (0 7 : S701-S702) 0 

[0 0 9 0 ] ^(C_hfSM^^4 0 1 ISDN S If — '< (Do 
main Name System ^) ^r^^rifST K l/^'ff S 

tiP7F ^^icfRtS (§7:S 7 0 3 ) o 
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foZ>&\x.\$~abc. def. com" t tzyC^WZ ft^^X ffll^ 
^•t>itZZt\Z.£K>. _hf£"abc. def . com" [Z-ttfc-tZl 

4 0 111 JbfB^^L-fc IP7F U^^_bISS PD 5 0 
P7F>^ 5 0 3(;^1, £ bfCiif^ 
-*IB«95 4 0 3 S AD 1 8 0 1 £«J=£i- 

ZT KU^Ml 8 0 4(C£^^, i^ffTfe I P7 KU- 
i£{f h#"§-, i£fa 7C I P7 F>^, i£(f 

*ft-f<5 (17 ; S 7 0 4) B ::r\ ±.m&it9t, mm 

7t;#- h#-§-&0^D h=r/u#-J§-tt, #'J*.i;£_bf5T KU 
[0 0 9 1 ] JifSS P D 5 0 1 RXIS AD 1 8 0 1 \^>& 

§££rtT 5 t^^—^^m^^t>-^^> (17 : S7 0 

[0 0 9 2 ]»ii^79i^ll _bf5i£{f$fcIP 
7 K l/^ C/t LTt*Sffii I K E 7 i - X 1 , 7^ 

ad 1 8 o i (D^n^m^^xmmmm^n^. 

^-"f[ClW6 (i7 :S 7 0 5OYes^S70 
7) o ^_kco*&S^ J: "9 , 7^'J^-^aylW7F> 

*Tfc(C^^^nfc S P D 5 0 1 R(/SAD 1801^ 

[0 0 9 3 ] ft, JbfS«3BEflfeWtt. W£^-iftCfi!J^-& 

r-_bfs i p s EC««g«:««ufciiffiS*co ip7F> 

[0 0 9 4 ] -(DXolC K&m-tZTzfV fr — 

?r.£(c£i9, ^P3£n3&GO/£^^- — ifr*t> S AOjfS*: 

[0 0 9 5 ] £<btc, JiIE^7 7«— ^KJEffl^W 
6 0 6OSAWi^, t^rayf^" , " 

[0 0 9 6 ] ft, #3!lfc<7>710fl 2t-|iIPSEC^ffll^ 

fci#^)7 K U;Mf $Rco s A^o^j&ft-tf tf'J^ ir^ 
I PSEC^^n h^/^ffl^5i^Co^ 

[0097] JilBieiSojgtti i:r***ii5a 
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I Ol^O S P D Of'j^i 8 ^ S P D 8 0 1 C/T 

-To 

[ 0 0 9 8 ] CHJfcCQ^3) [g| 9 , 110, m 

11, 012, Hi 3 4r#3SL*36*b, Il«3(: 

b 9 tc^-r*a«*« 101-111 ttH i tz.7F^t-h 

(DtmmX'hZfr, £ fcl-*3> h !7 — **ScSS«9 0 2 

SH£fi9 0 2tt»K I P SECiiiSrMltl^^ 
I3fc<, £Et*a y f -<i*iS19 0 licMt5*« 

[ 0 0 9 9 ] JilS-ir^^ LJx>r»*3£S9 0 Hi, Hi 
3 (a) iC^£ft6*J*&*r*-5. BP*,. *tStSA*S 
13 0 1, fa«^4£ 1 3 0 2 SrJM* U _hfe*f £tS 
Afl^ 130111 ^® 1 3 0 4 £?TLT_b 

IE-* j/ hl7-^^t9 0 2 * 
fc, i 1 1 lo^tjlSt^ S A^tit^tfe^f i 
20 "r — f^—X 110 1 RXf, Ml 2 *i3£-*-£ S A 

S:*St5fci<)«)!S 2 ©f-^^-^ l 2 0 l JtfS 
Eiftl 3 0 2(:fei^T^^ sftKlcJESCTJblB 

[0100] * , * y h P — * tlgt 10 2, 10 
3 13, Hi 3 (b) (c^-TJ: ?fci££:{f 3M&1 3 0 8, 
lEtS^S 1 3 0 9, ftJ$]^IS: 1 3 0 5 SHI*., tt#J«^ 
^1 3 0 51^ fe{cHl^*5-fr#*l 3 0 6ftt/H^'& 
t^S^^IS: 1 3 0 7 

[0101] tfclC, ayt a a-^104!l Hi 3 

jtf ( c ) tc^-Ti: 9 ici^SfS l 3 l 2 

o 

[0102] ±ia*i ^f-^^-^ll S6fS5fe i P7 
Kl/^1102, IPSE C/^^ y V ^ritff 
ilft 5^^(7> IP7F>^1103, IPSE C^^CO^- 
11104, SA^it^t7K^#^>^110 
5 «fc !> o r.-T-, JblESfSSfe I PT Klx^ 1 

10 2 ^:U^ I P S E C ^ h ^i^ft S^iifS * 

IP7F^1103I1 I P7 Ku-^^ass^a 

h SriSfs -*-^<* ^Oilft^^O IP7F^1103 
13, IP7K^1102 C^LT IPSE CMS^rtf 
9, I P SEC«IB«r««Lfcii«*5KO I P7 KUJ* 

[0103] 1 2 fi, fi^-TS SA4r»it5* 

2 co-r-^-<-^ 1201 r-^ *? , 4S*^«SIS A^t& 
jWSturir^o tt«StSAi:tt, M^5IPSE 
c«tt«:»«L*iii« *B**«JSSt+S S a^>, I3fl 

56? £oT-i?*-^- y X-f iiif (^^^^5o ft, §10 
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«*Ufcfc<OT*)6o *^&OJf0f&3TM4, 19 
(C*3V^, * y h !7~*gMS£S« 10 2^, IPSEC 
iift £fT*3 ittS*^ h !7-?«SSKe 1 0 3 ^COPJJ 

r-s A<z>?t£&fT5fifrfc. t^a yf^"B*St9o l 

±15* * h 1 0 2 £* s> h 7-* 

itgti o 3 £a>Hrs Acost&Srfr 5 £>14, 
±15** h P-**K$S«1 0 2X^5' h 

t o a-^i04 #±iH* y h 1 0 

*s> h^^Mil 0 3 Sr^UTSfS 

^*r*>5 B «, «sis a-cs A^fliStfrHofc^ib^ 
^bibf, *2!1-5«!S8s AfS AtfaiiiT-tft^* 

^co^^lf^S A'J^^cos At*S Atil&Srfr^, I PS 

[0104] ::r*3yt'a-^ioi^yt'a-^ 

1 0 4#±f5*y h 7"^««8Sl 0 2JWy h E7 
-*S8cgei 0 3 &^UTiI{f ±15 ^ 

JffSS A^Hv^*3Hir«:«^i-5 £&TOj: 5 
[0105] gp*>, * y V 102 ^±15 

nyt^-noij; V ±U=t>t?=L — # l o 4Mi£f§ 

I h£±t5i££ff^J£i 3 0 8 

{f-f££> ±isw]»^si 3 0 5i4±i5*s> h!7~^« 
i^ti o 2o±fsf5lji^l£:i 3 0 9^»WSixs s p 

[0106] C^t'llSPDiCiit^yt^-^l 04 
<7>tt*#fctv»£\ ±1B*3> hP-*»«BR«l 0 2 
14. iilBBSJli^^^Rl 3 0 6Ci:^ t^a!jf-f Jtf 

0 llc±f5 I P SECaiff«£.S»£*>U^«3St 
S A £IH^ (H10S1001) c MS, ±f5i? 

y f^'iigt9 0 1 or k o.xf4^#±f5* y h 
0 2coia«^i 3 0 9i:M^nr 

[0107] Ji|B«StS A OPnll^-g-fritrtC , ±15 

1 0 4 0 I P7 Kl"*£±f5-t?#^ !/f^ttSKfi9 0 

1 {cmm-tz a ±ia*s«^*i 3 0 4^^Lr±fsn 

VtTa. — ^ 1 0 4 cD I P7 Ku;*£r§{f U/t±t5i?^^ 40 
!)f^«Sf 9 0 1 <nmms A^m^&l 30 1tt, 
itenye^-^10 4(7)I P7 F>^$rI(C, ±1515 
tt^J&l 3 0 2lCte#j£ftT^5±l53Bl (Dy*-?^- 
^1101 (Dmit9c IP7F^1102 £^3f U, *f 

;£-rs±f5 1 psEc^^-y h zmmT^z ftcommiffi 

3£<D IP7K^1103, IPSE CM^CO^-^ 1 1 

[0108] £ <btC, ±f5*t^S Afl^t 1301 
(4, ±I5Z K^tfY >^ 1 1 0 5 £JB^T±1B1B*^ 5tf 
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& 1 3 0 2 C^l^tlTt^l 2 oOir'— ^-< — ^ 12 0 
UOllSA^I. 1**1^6 SA£, ±f5i£Sff^ 
^I 3 0 4 ^*lt I PSEC/^^h £i§ff -T^^% 
COiiffCpfcO I P7 F UJ* 1 1 0 3 , IPSE Ctt±m<D 
*TSll 10 4 £#*C±15*:y S ^-^S-tgtl 0 2M 

lit^ (m 1 0 s 1 0 0 2) 0 
[0109] ::t-. ±15 1 p s ec^^t y h £i£{f 1~ 

^ftOilff^O IP7K^U0 3CI4, ^#>^ 
»3Jxfc±ia*s> h 1 0 3 (7) 1 p 7 K u 

*#15«£*l"0>5. «, Kt6«SA^tti» 

[0 110] Si:, ±15*651 S A, ±15 I PSEC/^ 
* h SriSff -f^^Oilff #£p£o IP7K^1103 

Rtf I P S E C*&S<£>*T& 110 4 £^;{f Ufc* j> h ? 

0 2<0±l5WJW^Sl 3 0 514, ±15S 

fllf: I P S EC<tr y V SriSft "f ^ # ^Oiiff ^O 
IP7K^1103 cio'^r^ * h 
10 3^rat', ^*atST-8K Lfc S A W?ti^tT 

t\ IKE7x-X2{lfctt5SA(Ogai:Lr, It* 
SA^ilt^ (110S 1 0 0 3) 0 
[011l]*y h7-^i^tl 0 3l4atf&ofc 

m*%s at-o ipse cmizfi^mteiM^te. * v h u 
o 2iz.&mms A&mm^, saco^^ 

frftfrjnZ (H0S 1 0 0 4) . 

[0112] ^oT, ±|5* y h y-^«gtl 0 2 
^ir^^. y ^^'If^gg9 0 1 (C*?|S A^rPp^^^ii: 

5:^^*, tt«StSAJcj:5 1 PSECfi»d5»niB 

[0 113] -Z.X\ ±15*5/ h y-^iiff Stl 0 2 
^±15 I P SECiifS {C^^^U^ti^S A<D|BHr^3b 
iir^tf ofc^r% J:E^^^yf^Mgt9 0 1(7) 
±15^1 tD-r— ^-<— ^+{:K^ I P7 Kl^^coSS^ 
^^^^^#x.bti6 (Uiosiooi) o 

[0114] z.<D£otem& y ±l5i?*^ y x>r«*K 

190 10i:!5«iSAfS^l 30111 K^-fS 
3yt°^^104C, -t^r* y f-fiifS ^i^K&S A 

©fHi^rlWt^-frfc-tirS (H0S 1 0 0 5) 0 
[0 115] Pp^t^^-^:^§^/i±f5^>t: 0 ^-^ 1 0 
4 14, fflc^fcH2:[H]#^!fc 13 11 \z X *) > s^^ v t° ^ 
-^I0 4(:ffefi^rt^, IPSECil^ 
*Lfc* y h 7-^Sfi8f 1 0 3 0 I P7 Klx^jgr± 
l5-^^r=L y f^fft«gl9 0 1 {:iSi^"T^, (Hi 0 s 1 
0 0 6 ) o 

[01 16] ±t5 ip s e cmm&mm^tz* y b?- 

?ig£tmW: 10301 P7 Ku^^r^ff bfc±|g-fe^^ 
y x^*lf^SS9 0 1 OflttSSAVS^Sl 3 0 1 (4. 
±15* 5/ h !7-^«Jgg^S 10 3 US AOfiHf *Pb1 
i^^-t^6 (H10S1007) o Wir^-fr^-frSrS^fc 

±15* y h v~?mmmw:i o 3^i#ti 305 
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tt, 12^ s> b y-t&mmWl 0 3(D1E«^^1 3 0 9 
KlMASixT^* S ACD<gffi£, S3^-&^!sl#^« l 
3 0 7ic£ 9±IEBS£^— /<9 0. l icj&ffi-fS (010 
S 1 0 0 8 ) B 

[0117] _k!B SA^S**S(sLfct* 3 Li r^'ff 
^gi 9 0 1 OHISt S A*£m^& 130111 JblBJR 2 

wf-^-^ 1201 tciitfi^ffi^s a 5 £ 

£ t>lc, _bfSB 1 110 1 ic_hfa-* y V 

y-tm% 811 0 2 J: 9 Pnl^fc-ttrtctttf £;h,fc I P 

^1105, IP SEC/^^ h ^r^ff-r-<^5feOiiff 
j^r^CO IP7F U^. 110 3, IPSE C^^cO^-^te 1 

i£^ff^j£l 3 0 4 £r^LT I PSEC^j' h£i£ff 
■f-<#^^iiff^^^ I P7 FU^l 1 0 3, IPSE 
C»tll 10 4 i*JC±|S^y V V — tWSLWt 

10 2 5 (H10S1002) a 

[oii8]Il, Wl^&t>'&&9.tf1z}i1fc=i ytv- 

n04t: JifE^ * h 7 - ? 1 0 3 (7) I P 7 F 

i^;*#S»£nT^fc^»<g\ ^iPSEciMt ^ 

^1311 «:f x^t^, t^^ZhU-t* =l V T 
9 0 1 l^l^f5^L< liag**:fTfc>fc 

h !7 — ^SeHKRiti 0 2 {ci§£o-f£ £ *fc, _hfs 

11 <7>^r — ^^<— 110 1 <7>i£ff 5fe IP7h'^ll 

0 2 ^±|2^f V — ^ 104(7)1 P7 Kt^^g^ 
U ^CIPS ECfeMI 1104^:" |L" <h 
t5 s ^oj: 5 _blB* y b y-t&mgkW 30 
10 2OW»fSl 3 0 5li. iila^V' tfa— ^ 1 0 1 

[0119] «, iWIB^atp-C^^fc J: 5 fc, IKE 

&&J£ZfrZ* £oT, *y hI7-^««gf 1 0 2 CO 
SIR J- J: 9 I KE7x — X2(c«t5 S AOflii; £^ 5 g& 
iife^ S> h !7-^iigf 1 0 3WfB«f»l 3 0 

S> HP — ***SI«1 0 2<DmmS A fl>B5^ 40 
ott>J:^ (01OS1OO9) o 

[0120] _bfs-fe * a y r -f IS ^St 9 0 1 co JbfEffl 

1 ^>^"^-<-^ 1101 tc_hfe^ y h 7 — *««H£e 

10 2«iSA^li^ilt^/^^, _LK-fe*3. 

y ^^"fS^^M9 0 1 (omms A<rm^» nou\ 

JiIB** h P-*»*K«1 0 2 MS AW«l*|«:M^-g- 

t>-&& t ^^^tzj&mfr'fffrlnZi (iiosioio-s 
1011) o o-s^r, .bfePni^^^-^^^j^-t-^®^ 
a* .lib** h 1 0 3ici§£o£n-s (mi 

0 S 1 0 1 2 ) o * CO^WSf3±l5*ftSS 1001— SI 5tf 
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0 0 2, S 1 0 0 7- Sl 0 0 8 ^|r^5f:^S 

[0121] z.<nmz. ±*~v j- 4 mnmwzmrt z> 

£ bfc, W*tf±lE**a y t^««S8«&»3#«M 

tc^^jtaSASr-TcVa-rsnt^-ailli^^l?. 45-1 
P SEC*l6«:»«UfciifS«*li, JbfEi?*^y7^ 

co^i±^r ipse cmt&&*sm byt^-^*T-*«t-r « 

[0122] W, ±fS"ir^r^ y T'-f ««3S«36*«j*+S 

[0 12 3] ^Cli?^ 'j7>f*«^RAD I US 
(Remote Authentication Dial-InUser Service) i^^- 

^, S A^^f^ S P I f^^Of 1^^^(MT^\ £ 

[0124] *3 VtTa. — IPSE C^fg^: 

[ 0 1 2 5 ] X, _hSSi£fi" Tfc I P7K (/^^ I P S E c 
h^i^ff-r-<^^Oiiff^^co I P7 K^ll 

1 P7K^^^ri/>5^ I P7 Kl^MPS^ 

^^^MACT KU^ (Media Access Control Addres 
s) , «SS#**rt>J:«r>. 

[0126] isifcojgtt3tt, tummcoBm 
t^ft_ktm\m^&i 3 0 5 ^t/fsit.^^: 1 3 0 9 a*** 

3- i;f-fM«?S4 0 8 f£»), i££ff$!J®)^ 13 0 
8*«, *yf« 7 — ?mmto4 0 6 &0<®££ftj|iP£f$ 4 0 7 

[Hi] *«W«c«S**a y x-fiifs 

[|2] mM<r>B1& 1 lc*5«^5^ — ifS<D S P D&U^ 
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6 ] *ftw««2 {c*5«ts ipse cmmz^mi, 
is] nm<omm 2 ic&tf 5 3--f&©>f 

T K Srffllr^fc S P DO#'J 0 

110] t^aljf-fSfgf^ffl^fcv'^fA^ 

Hill] ir^r^. ^f^'ligf^l^I 1 of-^ 

Hi 2] t^ra Dx^"fS^^®^^(t^)^2C0^^^ 
^ 0 O 

0 14] IPSEC»^fftlfc^**»Lr 
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[Hi 5] ipsEciMii^^^^ii 

[|16] AH7t — ^ y K ESP^^7^-v 7 
[@i7] vk&&mz&tf Z> I P S E C(D^m^ 

^^f-^^-^T^^SPD (Security Policy Data 
base) CD#j 0 

/<? [Hi 8] Wii:^ij6SA7-^^^r^6s 

AD (Security Association Database) <Oty\ D 
[0 19] t**S«lc:fctf M7-^»«8 

gOD I P S EC^^O^n—^-t— h Q 

[120] l*3KS«td*5tt5SfSttl^sy H7-^*«S 
SCO I P S EC»7n-ff - K 

[02 1] ffi*S*fc:*3tf <5*s/ r !7-**fccSgtf># 

1 0 1, 104. 105, 106 ^ V t° ^ — ^ 
^ 1 0 2, 1 0 3 * y V V — ^ fflfc 

mm 

109 >r ^ 5/ h 

110, ill 3.— ¥§MER« 



[01] 
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